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I. DEFINITIONS 
 

Call content interception —  an interception of a 
Communication, including its content (e.g., a wiretap carried out 
pursuant to a court order issued in accordance with Title III). 
 

Call information interception —  accessing dialing 
or signaling information that identifies the origin, direction, 
destination, or termination of a Communication generated or 
received by a subscriber by means of any equipment, facility, or 
service of a telecommunications carrier (e.g., a pen register or 
trap-and-trace surveillance). 
 

Carrier — a person engaged in the transmission or 
switching of wire or electronic communications as a common carrier 
for hire (including commercial mobile service) except insofar as 
the person is engaged in providing information services 
 

Electronic surveillance —  the implementation of 
either a call content interception or a call information 
interception. 
 

Title III —  Title III of the Omnibus Crime Control 
and Safe Streets Act of 1968, which is the federal statute that 
sets minimum legal requirements for all call content interceptions 
by government officials and private citizens (except for those 
interceptions authorized under the Foreign Intelligence 
Surveillance Act).  Title III is codified at 18 USC 2510-2520. 
 
 
 
 
 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
II. STATEMENT OF CORPORATE POLICY 
 

It is the policy of  Bloomingdale Telephone Company 
(BTC) to comply with the letter and spirit of all laws of the 
United States, including the Communications Assistance for Law 
Enforcement Act (CALEA).  Section 105 of CALEA requires a 
telecommunication carrier to ensure, before assisting a law 
enforcement agency to carry out a call content interception or a 
call information interception, that the interception is activated 
(1) pursuant to court order or “other lawful authorization,” and  
(2) with the “affirmative intervention” of a carrier officer or 
employee.  47 USC 1004.  The Federal Communications Commission 
(FCC) has issued regulations to implement § 105, 47 CFR 64.2100-
.2106, and these regulations require that carriers create policies 
and procedures to govern their electronic surveillance activities. 
This Compliance Manual constitutes the required policies and 
procedures for Bloomingdale Telephone Company. 
 

All employees are required to follow the policies 
and procedures specified in this Manual. The FCC is authorized 
under CALEA to punish violations of both its regulations and 
carriers’ internal surveillance policies and procedures. In 
addition, Title 18 of the United States Code authorizes civil 
damages, fines, and imprisonment for the unlawful interception or 
disclosure of wire and electronic communications. 
 

         Any questions about how to comply with 
the policies and procedures in this Manual should 
be referred to Joe Snyder, (269) 521-7340. 

 
         Any violation of, or departure from, the 

policies and procedures in this Manual shall be 
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reported immediately to Joe Snyder, (269) 521- 
7340. 

 
 
 
 
 
 
 
 
 
 
 
III. GENERAL POLICIES FOR ELECTRONIC SURVEILLANCE 
 

A. “Appropriate Authorization” Required To Conduct 
Electronic Surveillance 

 
Bloomingdale Telephone’s policy is to permit only lawful, 
authorized electronic surveillance to be conducted on its 
premises. 
 
Employees shall have both “appropriate legal authorization” and “appropriate carrier 
authorization” before enabling law enforcement officials and carrier personnel to 
implement the interception of communications or to access call-identifying information. 
 Section IV of this Compliance Manual sets forth how each form of authorization is to 
be obtained. 
 
 

B. Employees Designated as Points of Contact 
  
Bloomingdale Telephone hereby designates the following employees to 
serve as points of contact for law enforcement agencies.  The 
employees shall be available to law enforcement agencies during the 
times listed below, so that law enforcement agencies will always be 
able to contact at least one employee 24 hours a day, 7 days a 
week.  If an employee cannot be available at a designated time, 
that employee shall arrange for one of other employees listed below 
to be available during that time. 
 
 
Name 
or Position 

 
Days and  
Times 
Available 

 
Telephone 
Number(s) 

 
Joe Snyder 
General Manager 
 

 
Mon-Fri 8am 4:30 pm 
All other times 

269-521-7340 
269-330-1130 
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Ray Lewis 
 
 
 
 

 
All Times 

 
 269-330-3551 

Don Carra 
 
 
 

 
All Times 

 
269-330-0927 

 
C. Job Description for Designated Employees 

 
1. The employees designated in Section III.B above are hereby 

authorized by Bloomingdale Telephone Company to implement 
lawful electronic surveillance in accordance with the policies 
and procedures in this Manual and to delegate any tasks 
associated with the surveillance to other employees. 

 
2. An employee designated in Section III.B above shall: 
 

• Oversee the implementation of each electronic 
surveillance conducted on Bloomingdale Telephone 
Company’s premises; 

 
• Be responsible for assuring that he/she is fully apprized 

of all relevant state and federal statutory provisions 
affecting the legal authorization a carrier must have to 
conduct electronic surveillance, including § 2518(7) of 
Title 18 of the United States Code, which authorizes 
certain law enforcement personnel to conduct the 
interception of communications without a court order if 
an emergency situation exists involving: 

 
  (i)  immediate danger of death or serious physical injury 
to any person, 
  (ii) conspiratorial activities threatening the national 
security interest, or 
  iii)  conspiratorial activities characteristic of 
organized crime. 
 

(NOTE: The relevant federal statutory provisions are attached 
as Appendix 3, and procedures for compliance with them 
are set forth in Section IV of this Manual.  Any 
relevant state statutory provisions are attached as 
Appendix 4.) 
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• Affirmatively intervene to ensure that there is 
appropriate legal authorization for each electronic 
surveillance, including any appropriate authorization 
required under relevant state and federal statutes; 

 
• Complete a certification form for each electronic 

surveillance he/she oversees and do so either 
contemporaneously with, or within a reasonable period of 
time after the initiation of, the surveillance; 

 
• Ensure that records for each surveillance are placed in 

the appropriate files. 
 
3. Bloomingdale Telephone Company shall ensure that this manual 

is updated and filed with the FCC within 90 days of any 
amendment thereto or Bloomingdale Telephone Company’s merger 
with another company. 

 
 

D. Recordkeeping 
 
An employee shall complete a certification form (model attached as 
Appendix 1) for every electronic surveillance conducted on carrier 
premises - regardless of whether the surveillance was authorized or 
unauthorized. 
 
Bloomingdale Telephone Company shall establish and label separate 
files in which it will retain all certification forms, court 
orders, and other records for (1) authorized call content 
interceptions; (2) unauthorized call content interceptions; and 
(3) authorized and unauthorized call information interceptions.  
These records shall be retained in secure and appropriately-
marked files for 10 years from the time the Certification Form is 
completed for the interception.  
 
 

E. Unauthorized Surveillance and Compromises of 
Authorized Surveillance 

 
Employees are prohibited from conducting any unauthorized 
surveillance and from disclosing to any person the existence of, 
or information about, any law enforcement investigation or 
electronic surveillance unless required by legal process and then 
only after prior notification to a representative of the Attorney 
General of the United States or to the principal prosecuting 
attorney of the state or subdivision thereof, as may be 
appropriate. 
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Employees shall report any incidents of unauthorized surveillance 
and any compromises of authorized surveillance in accordance with 
the procedures in Section V of this Manual. 
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IV. PROCEDURES FOR THE CONDUCT OF AUTHORIZED SURVEILLANCE 
 

A. Call Content Interceptions with a Title III Court 
Order 

 
Step One. Any court order presented by a law enforcement agency for 

a call content interception pursuant to Title III shall 
be referred immediately to one of the employees 
designated in Section III.B of this Manual. 

 
Step Two. Before implementing the interception, the designated 

employee shall ensure that the court order contains the 
following information: 

 
(a) the identity of the person, if known; whose 

communications are to be intercepted; 
 

(b) the nature and location of the communications 
facilities or the place for which authority to 
intercept is granted; 

 
(c) a particular description of the type of 

communication sought to be intercepted and a 
statement of the particular offense to which it 
relates; 

 
(d) the period of time during which the interception is 

authorized, including a statement whether the 
interception shall automatically terminate when the 
described communication has been first obtained; 

 
(e) a provision that the authorization to intercept 

shall be executed as soon as practicable and 
conducted in such a way as to minimize the 
interception of communications not otherwise 
subject to interception; and 

 
(f) the signature of a judge or magistrate. 

 
[A sample court order for a pen register or trap-and-trace device 
is attached as Appendix 2.] 
 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically. 
 
Step Four. The designated employee may implement the surveillance 

and may delegate tasks associated with the surveillance 
to other employees, but the designated employee shall 
continue to oversee the implementation of the 
surveillance. 
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Step Five. The designated employee shall complete a Certification 
Form (attached as Appendix 1) as soon as possible after 
the initiation of the electronic surveillance.  The 
employee shall supply all information requested on the 
Certification Form that is not contained on the court 
order.  The employee shall attach the court order to the 
Certificate Form and sign the Certificate Form.  The 
employee also shall attach to the Certification Form any 
extensions that are granted for the surveillance. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in the 
appropriate file. 

 
Step Seven. The designated employee shall continue to oversee 

the conduct of the electronic surveillance and ensure 
that the surveillance terminates when the legal 
authorization expires.  The interception shall be 
terminated at the time specified in the court order 
(which, in the absence of an extension, cannot exceed 30 
days). 

 
 

B. Call Content Interceptions Pursuant to Title III but 
without a Court Order 
 
Step One. Any request by a law enforcement agency for a call 

content interception without a court order, pursuant to 
the exigent circumstances listed in 18 USC 2518(7), shall 
be referred immediately to one of the employees 
designated  in Section III.B of this Manual. 

 
Step Two. Before implementing the interception, the designated 

employee shall ensure that the law enforcement agency 
provides a certification containing the following 
information: 

 
  (a) the information, facilities, or technical 
assistance required; 
 
  (b) the period of time during which the provision of 

information, facilities, or technical assistance is 
authorized; 

 
  (c) a statement that no warrant or court order is 
required by law; 
  
  (d) a statement that all statutory requirements have 
been met; 
 
  (e) a statement that the specific requested assistance 
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is required; and 
 
  the signature of either (i) the Attorney General of the 

United States; or (ii) a law enforcement officer 
specially designated by the Attorney General, the Deputy 
Attorney General, the Associate Attorney General, or by 
the principal prosecuting attorney of any state or 
subdivision thereof. 

 
 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically. 
 
Step Four. The designated employee may implement the 

surveillance and may delegate tasks associated with the 
surveillance to other employees, but the designated 
employee shall continue to oversee the implementation of 
the surveillance. 

 
Step Five. The designated employee shall complete a 

Certification Form (attached as Appendix 1) as soon as 
possible after the initiation of the electronic 
surveillance. The employee shall supply all information 
requested on the Certification Form that is not 
contained on the certification provided by the law 
enforcement agency.  The employee then shall attach the 
certification provided by the law enforcement agency and 
sign the Certification Form. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in the 
appropriate file. 

 
Step Seven. The designated employee shall continue to oversee 

the conduct of the electronic surveillance and 
terminate the surveillance as soon as any of the 
following events occur: 

 
(a) the law enforcement agency does not apply for a 

court order within 48 hours after the interception 
has begun; or 

 
(b)  the law enforcement agency’s application for a 

court order is denied. 
 
Step Eight. If the law enforcenient agency does receive a court 

order for the surveillance, the designated employee shall 
validate the court order (as specified in Section IV.A, 
Step Two above), attach the order to the Certification 
form, and handle the surveillance in all respects under 
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the procedures in Section IV.A. 
 
 
 

C. Call Information Interceptions Using a Pen Register or 
Trap-and-Trace Device with a Court Order  

 
Step One. Any court order presented by a law enforcement agency for 

a call information interception using a pen register or 
trap-and-trace device shall be referred immediately to 
one of the employees designated in Section III.B of this 
Manual. 

 
Step Two. Before implementing the interception, the designated 

employee shall determine that the court order contains 
the following information: 

 
(a) the identity, if known, of the person to whom is 

leased or in whose name is listed the telephone 
line to which the pen register or trap-and-trace 
device is to be attached; 

 
(b) the identity, if known, of the person who is the 

subject of the criminal investigation; 
(c) the number and, if known, physical location of the 

telephone line to which the pen register or trap-
and-trace device is to be attached and, in the case 
of a trap-and-trace device, the geographical limits 
of the trap-and-trace order; 

 
(d) a statement of the offense to which the information 

likely to be obtained by the pen register or trap-
and-trace device relates; and 

 
(e) the signature of a judge or magistrate. 

 
[A sample court order for a pen register or trap-and-trace device 
is attached as Appendix 2.] 
 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically. 
 
Step Four. The designated employee may implement the surveillance 

and may delegate tasks associated with the surveillance 
to other employees, but the designated employee shall 
continue to oversee the implementation of the 
surveillance. 

 
Step Five. The designated employee shall complete a 

Certification Form (attached as Appendix 1) as soon as 
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possible after the initiation of the electronic 
surveillance.  The employee shall supply all 
information requested on the Certification Form that 
is not contained on the court order.  The employee 
then shall attach the court order and sign the 
Certification Form.  The employee also shall attach 
any extensions that are granted for the surveillance. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in the 
appropriate file. 

 
Step Seven. The designated employee shall continue to oversee 

the conduct of the electronic surveillance and ensure 
that the surveillance terminates when the legal 
authorization expires.  The designated employee shall 
terminate the surveillance at the time specified in the 
order (which, in the absence of an extension, cannot 
exceed 60 days). 

 
 

D. Call Information Interceptions Using a Pen Register or 
Trap-and-Trace Device without a Court Order 

 
Step One. Any request for a call information interception using a 

pen register or trap-and-trace device without a court 
order shall be referred immediately to one of the 
employees designated in Section III.B of this Manual. 

 
Step Two. Although the federal statute does not expressly require a 

certification in these circumstances, the designated 
employee shall ensure that the law enforcement agency 
provides a certification containing the following 
information before implementing the request: 

 
(a) the information, facilities, or technical 

assistance required; 
 
  (b) the period of time during which the provision of 

information, facilities, or technical assistance is 
authorized; 

 
(c) a statement that no warrant or court order is 
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required by law; 
 
(d)   a statement that all statutory requirements have 
been met; 
 
(e) a statement that the specific requested assistance 
is required; and 

 
  (f)   the signature of a law enforcement officer 

specially designated by the Attorney General of the 
United States, the Deputy Attorney General, the 
Associate Attorney General, any Assistant Attorney 
General, any acting Assistant Attorney General, any 
Deputy Assistant Attorney General, or by the 
principal prosecuting attorney of any state or 
subdivision thereof. 

 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically and 
whether the certification is sufficiently and accurately 
detailed to enable the carrier to comply with its terms. 

 
Step Four. The designated employee may implement the surveillance 

and may delegate tasks associated with the surveillance 
to other employees, but the designated employee shall 
continue to oversee the implementation of the 
surveillance. 

 
Step Five. The designated employee shall complete a 

Certification Form (attached as Appendix 1) as soon as 
possible after the initiation of the electronic 
surveillance.  The employee shall supply all 
information requested on the Certification Form that 
is not contained on the certification provided by the 
law enforcement agency.  The employee then shall 
attach the certification provided by the law 
enforcement agency and sign the Certification Form. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in the 
appropriate file. 

 
Step Seven. The designated employee shall continue to oversee 
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the conduct of the electronic surveillance and 
terminate the surveillance as soon as any of the 
following events occur: 

 
   (a)   the information sought is obtained; 

 
 (b)   the law enforcement agency’s application for 

the court order is denied; or  
 
  (c)   48 hours have lapsed since the installation 

of the device without the granting of a court 
order.   

 
Step Eight. If the law enforcement agency does receive a court 

order for the surveillance, the designated employee 
shall validate the court order (as specified in 
Section IV.C, Step Two above), attach the order to the 
Certification form, and handle the surveillance in all 
respects under the procedures in Section IV.C. 

 
 

E. Electronic Surveillance with a Foreign Intelligence 
Surveillance Act (“FISA”) Court Order 

  
 
Step One. Any court order presented by a law enforcement agency 

for electronic surveillance pursuant to FISA shall be 
referred immediately to one of the employees 
designated in Section III.B of this Manual. 

 
Step Two. Before implementing the interception, the designated 

employee shall ensure that the court order contains the 
following information: 

 
(a) the identity, if known, or a description of the 

target of the electronic surveillance; 
 

(b)   the nature and location of each of the 
facilities or places at which the electronic 
surveillance will be directed;   

 
(c)   the type of information sought to be acquired 

and the type of communications or activities to be 
subjected to the surveillance; 

 
(d)   the means by which the electronic surveillance 

will be effected and whether physical entry will be 
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used to effect the surveillance; 
 

(e)   the period of time during which the electronic 
surveillance is approved; 

 
(f)   whenever more than one electronic, mechanical, 

or other surveillance device is to be used under 
the order, the authorized coverage of the devices 
involved and what minimization procedures shall 
apply to information subject to acquisition by each 
device; 

 
(g)  a statement directing that the minimization 

procedures be followed; 
 

(h)  a statement directing that, upon the request of the 
applicant, a specified carrier furnish the 
applicant forthwith all information, facilities, or 
technical assistance necessary to accomplish the 
electronic surveillance in such a manner as will 
protect its secrecy and produce a minimum of 
interference with the services that the carrier is 
providing that target of electronic surveillance; 

 
(i)   a statement directing that the carrier 

maintain under security procedures approved by the 
Attorney General and the Director of Central 
Intelligence any records concerning the 
surveillance or the aid finished that such person 
wishes to retain; 

 
(j)   a statement directing that the applicant 

compensate, at the prevailing rate, the carrier for 
furnishing the aid; and 

 
(k)   the signature of a federal district judge. 

 
Whenever the target of the electronic surveillance is a 
foreign power (as defined under FISA) and each of the 
facilities or places at which the surveillance is 
directed is owned, leased, or exclusively used by that 
foreign power, the court order need not contain the 
information required by subparagraphs (c), (d), and (f), 
but shall generally describe the information sought, the 
communications or activities to be subjected to the 
surveillance, and the type of electronic surveillance 
involved, including whether physical entry is required. 

 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically and 
whether the court order is sufficiently and accurately 
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detailed to enable the carrier to comply with its terms. 
 
Step Four. The designated employee may implement the surveillance 

and may delegate tasks associated with the surveillance 
to other employees, but the designated employee shall 
continue to oversee the implementation of the 
surveillance. 

 
Step Five. The designated employee shall complete a Certification 

Form (attached as Appendix I) as soon as possible after 
the initiation of the electronic surveillance.  The 
employee shall supply all information requested on the 
Certification Form that is not contained on the court 
order.  The employee then shall attach the court order 
and sign the Certification Form.  The employee also shall 
attach any extensions that are granted for the 
surveillance. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in the 
appropriate file. 

 
Step Seven. The designated employee shall continue to oversee 

the conduct of the electronic surveillance and ensure 
that the surveillance terminates when the legal 
authorization expires.  The interception shall be 
terminated at the time specified in the order. In the 
absence of an extension, the surveillance cannot exceed 
90 days (or 1 year if the surveillance is targeted 
against a foreign power). 

 
 

F. Electronic Surveillance Conducted Pursuant to FISA but 
without a Court Order 

 
Step One. Any request by a law enforcement agency for electronic 

surveillance pursuant to FISA but without a court order 
shall be referred immediately to one of the employees 
designated in Section III.B of this Manual. 

 
Step Two. Although FISA does not expressly require a certification 

in these circumstances, the designated employee shall 
enure that the law enforcement agency provides a 
certification containing the following information before 
implementing the request: 

 
(a)   the information, facilities, or technical 

assistance required; 
 

(b) the period of time during which the provision of 
information, facilities, or technical assistance is 
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authorized; 
 

(c)   a statement that no warrant or court order is 
required by law; 

 
(d)   a statement that all statutory requirements 

have been met; 
 

(e)   a statement that the specific requested 
assistance is required; and 

 
(f)   the signature of either (i) the Attorney 

General of the United States, or (ii) a law 
enforcement officer specially designated by the 
Attorney General. 

 
Step Three. The designated employee also shall determine whether 

the surveillance can be implemented technically and 
whether the certification is sufficiently and accurately 
detailed to enable the carrier to comply with its terms. 

 
Step Four. The designated employee may implement the 

surveillance and may delegate tasks associated with 
the surveillance to other employees, but the 
designated employee shall continue to oversee the 
implementation of the surveillance. 

 
Step Five. The designated employee shall complete a 

Certification Form (attached as Appendix 1) as soon as 
possible after the initiation of the electronic 
surveillance. The employee shall supply all 
information requested on the Certification Form that 
is not contained on the certification provided by the 
law enforcement agency. The employee then shall attach 
the certification provided by the law enforcement 
agency and sign the Certification Form. 

 
Step Six. The designated employee shall ensure that the 

Certification Form and all attachments are placed in 
the appropriate file.  

 
Step Seven. The designated employee shall continue to oversee 

the conduct of the electronic surveillance and terminate 
the surveillance as soon as any of the following events 
occur: 
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(a)  the information sought is obtained; 
 

(b)  the law enforcement agency’s application for a 
court order is denied; or 

 
(c)   24 hours have elapsed since the authorization 

of the surveillance by the Attorney General without 
the granting of a court order. 

 
Step Eight If the law enforcement agency does receive a court order 

for the surveillance, the designated employee shall 
validate the court order (as specified in Section IV.E, 
Step Two above), attach the order to the Certification 
form and handle the surveillance in all respects under 
the procedures in Section IV.E. 

 
 
V. PROCEDURES IF UNAUTHORIZED SURVEILLANCE OR A COMPROMISE OF 

SURVEILLANCE HAS OCCURRED 
 
Step One. If any employee becomes aware of any act of unauthorized 

electronic surveillance or any compromise of authorized 
surveillance to unauthorized persons or entities, that 
employee shall report the incident immediately to one of 
the employees designated in Section III.B of this Manual. 

 
Step Two. The designated employee shall promptly notify Collin Rose 

of the incident Acting with legal counsel, the designated 
employee and Collin Rose shall determine which law 
enforcement agencies are affected and promptly notify the 
agencies of the inci dent 

 
Step Three.  The designated employee shall compile a 

certification record for any. unauthorized surveillance 
and ensure that all records available to the carrier 
regarding the surveillance are placed in the appropriate 
carrier files. 
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